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“Competition for MEV opportunities leads 
to Ethereum consensus security 
instability due to the creation of 
incentives for … permissioned 
communication infrastructure 
between traders and miners. Such an 
infrastructure erodes the neutrality, 
transparency, decentralization, and 
permissionlessness of Ethereum today”
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Problems 
with the 
Status Quo



                                 Relays



Relays Oppose Ethereum’s Values

Trustlessness
● Builders trust relays:

○ MEV-stealing/unbundling
● Proposers trust relays:

○ Block validity enforcement
○ Payment verification/Collateral Escrow
○ Payload Reveal



Relays Oppose Ethereum’s Values

Decentralization

There are only a small number of 
relays



Relays Oppose Ethereum’s Values

Censorship Resistance

Relays can censor blocks



Relays Are Expensive Public Goods

● Relay operational costs range from $20k - $100k annually depending on desired 
performance

● This does not include engineering & DevOps costs associated with running a 
highly-available production service

● No clear funding model for future operation besides grants & guilds



Relays are Targets for Attacks

● The Low-Carb Crusader
○ April 3rd, 2023
○ $30M stolen from flashbots builder

● This attack can be extended to general 
equivocation attacks on builders

● Relay’s response to these unbundling attacks 
cause consensus instability: 5x increase in 
reorged blocks



                                 mev-boost



Out-of-protocol Software Is Brittle

● Mev-boost does not inherit the benefits of client diversity & the full consensus 
specification process

● There are significant core-dev coordination costs involved in maintaining compatibility 
between beacon clients & relays for every fork
○ builder spec
○ relay spec

● During Shapella upgrade, a bug in the Prysm client code that interacts with mev-boost 
resulted in a 10x spike in missed slots



Enshrined
Proposer 
Builder 
Separation



● No conflict with ETH values
● No expensive services to maintain

Eliminate Relays!

These can be eliminated with ePBS

Equivocation Attacks

Inherit benefits of client-diversity
& spec tests

● Compatibility with future roadmap
● MEV-smoothing
● MEV-burn
● PEPC

Additional Perks

Eliminate out-of-protocol 
software



• A commit-reveal design
• Builders submit binding bids
• Proposer publishes 

commitment to builder bid
• Builder reveals block
• Proposer imposed cr-lists

ePBS Design Goals & Common Components



Design : Two-slot ePBS

Today

Two-slot



Design : Two-slot ePBS

Today

Two-slot



Background : Proposer Boost



Background : Proposer Boost



Design : Two-slot ePBS
Two Slot



Attack : Proposer Griefs Builder
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Problem : Ex-Ante Reorg Probabilities



Design : Payload-timeliness Committee (PTC)

Today

PTC
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Censorship Resistance in ePBS
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MEV Burn



MEV Burn



Switching
Gears



• The current design of mev-boost (and many ePBS proposals) offer only one 
agreement:

the right to build a specific block

• What about other possible agreements between proposers and third parties?
- the right to a slot (not a specific block)
- the right to some partial block (prefix or suffix) but not the whole thing
- the right to the whole block respecting some inclusion list
- blockspace futures
- validity proofs for the canonical zk-EVM
- combinatorial preferences

The Space of Agreements



● Allow the proposer to commit to arbitrary agreements via enshrined Eigenlayer 
(stakers can delegate a contract that is allowed to slash them)

● Two Flavors: Optimistic & Pessimistic
○ Optimistic : attesters stand to be slashed if they attest to a block where the 

proposer violated the agreement
○ Pessimistic : agreements are expressed as EVM code & the state-transition 

function enforces agreements

PEPC : Protocol-Enforced Proposer Commitments



Revisiting 
Relays



● No conflict with ETH values
● No expensive services to maintain

Eliminate Relays!

These can be eliminated with ePBS

Equivocation Attacks

Inherit benefits of client-diversity
& spec tests

● Compatibility with future roadmap
● MEV-smoothing
● MEV-burn
● PEPC

Additional Perks

Eliminate out-of-protocol 
software



● Services provided by relays today (mev-boost):
○ Services for builders:

■ MEV-stealing/unbundling protection
■ Bid Cancellation

○ Services for proposers:
■ Block validity enforcement
■ Payment verification
■ Collateral Escrow

Relays / Off-chain Agreements After ePBS



● The builder bid includes a special “top of block” transaction to pay the proposer. This transaction is 
only valid if the proposer selects their bid.

● Once selected, this tx is applied to the state before the builder payload is applied, regardless of 
whether or not the builder releases their payload

● Builder block is constructed on top of the post-state after applying the proposer payment 
transaction

● Builder must have enough collateral in their account to cover the bid

Payment Verification : Top of Block Payments



● More flexible payments
○ For large MEV opportunities, the builder may not have the ETH required to 

cover their bid until after the block is executed
○ This isn’t a concern if the MEV is burned as we can enforce the burn after the 

block is executed

Relay Advantages over ePBS
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● More flexible payments
○ For large MEV opportunities, the builder may not have the ETH required to 

cover their bid until after the block is executed
○ This isn’t a concern if the MEV is burned as we can enforce the burn after the 

block is executed
● Lower latency connection between builder and proposer
● Bid Cancellations

○ Can’t do it =(

Relay Advantages over ePBS



● Vertically-integrated builder/relay

● Relay as a Service (RaaS)

● Public goods relays

Relays May Continue to Exist after ePBS



● Relays are expensive: relay specific benefits might not offset the cost of running 
them

The Bull Case for Enshrinement
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● Relays are expensive: relay specific benefits might not offset the cost of running 
them

● ePBS significantly reduces the cost of altruism
● ePBS delineates in-protocol PBS and out-of-protocol mev-boost
● ePBS removes the neutral relay funding issues
● ePBS is future-compatible with mev-burn, inclusion-lists, and L1 zk-EVM proof 

generation
● ePBS backstops the builder market in the case of relay outages

The Bull Case for Enshrinement



New Relay 
Designs



● Progressively remove relay responsibilities

● Converge on a system similar to existing ePBS proposals before enshrinement

● Optimistic relaying reduces hardware & networking requirements for competitive relays

● Accessibility: by keeping independent relays competitive & designing the optimistic 
architecture in the open, we increase visibility into the existing block-building market. 
This helps answer research questions

The Optimistic Roadmap



● Builders Transmit Full Blocks to Relays

● Relay must simulate each block before bid is 
added to the auction
○ Verify Proposer Payment
○ Verify Block Validity

The Optimistic Roadmap : Relays Today



Asynchronous block validation

● Relays escrow collateral from the builders
● Relays don’t validate the block before adding bid 

to the auction
● Pay proposer via collateral if the block is invalid

● ultra sound relay already implements this

The Optimistic Roadmap : Optimistic Relay V1



● Header-only parsing
○ Again Relays escrow collateral from 

builders
○ Builders update bids by transmitting 

headers to relay (bodies transmitted 
separately)

The Optimistic Roadmap : Optimistic Relay V2



● Relay as an oracle
○ Again Relays escrow collateral from 

builders
○ Communication between builders and 

proposers happens via gossip
○ Relay is only used as an oracle to pay the 

proposer if the builder didn’t release their 
block on time

The Optimistic Roadmap : Optimistic Relay V3



● Use DVT to split up a validator key. 50% of the key stays with the validator and the remaining 
shares are split among some Distributed Validator Nodes

● Validator is allowed to enter into agreements specified by EVM code with third parties

● Distributed Validator Nodes refuse to sign any messages that violate agreements

● This prevents validator from violating agreements when the incentive is higher than the penalty

PEPC-DVT



● Proposer restakes via EigenLayer (sets withdrawal credentials to EigenLayer contract)
● MEV-Boost+ : enable partial block auctions

○ Proposer signs commitment to partial block instead of full block
○ Builder reveals partial block to proposer, and proposer adds their own transactions 

at the end of the block
○ Proposer’s signed commitment can be used to slash them if they don’t include the 

partial block at the top of the block (or if they re-order the partial block)
● MEV-Boost++ : replace the relay with a programmable data availability layer

mev-boost+/mev-boost++



Execution Tickets



Open 
Questions



• Even if we enshrine PBS, there is no way to enforce that all proposers and 
builders make use of the protocol instead of out-of-protocol solutions

• What percentage of proposers do we think would think would bypass the 
enshrined mechanism?

• What percentage of proposers do we need to justify enshrinement?

Bypassability



• Just a “relay of last resort”?

• Do we want to encourage validators to disconnect from mev-boost even if it may 
provide higher payments?

• Are we enshrining as a way to achieve future roadmap goals?

• Does eliminating “neutral relays” accelerate vertically integrated builder relays?

What do we aim to achieve by enshrining?



• If we define “protocol-aligned” behavior as making use of the in-protocol 
mechanism, how likely are large ETH holders to sacrifice a small amount of 
MEV to not bypass ePBS?

• Will they see this as protecting the long term health and decentralization of 
Ethereum?

• Is the social layer something we want to lean on in this context?

How much can we rely on altruism from the social 
layer?



• Several MEV mitigation strategies are being experimented with
• SUAVE
• CoW swap
• MEVBlocker

• Others are being researched (encrypted mempool)

Could MEV be addressed with different tools?



• If most L1 activity migrates to L2s / OFAs and other app-layer MEV mitigation tools gain 
popularity, there may be less MEV exposed on L1

• It may be less necessary to enshrine PBS if this happens

• How likely is this?

• Should we enshrine anyway?

How important is L1 ePBS in a future with L2s & 
OFAs?



• There are many other important Ethereum upgrades to focus on
• Single Slot Finality
• Verkle Trees
• Single Secret Leader Election

What priority should ePBS have over other protocol 
upgrades?



Questions?

Thank you

Mark Mackey
Sigma Prime | Lighthouse
@ethDreamer

Lighthouse
github.com/sigp/lighthouse


